[Ipunoxenue 3
Annomayus Kk padoueii npozpamme

oucyunaunvl «Cemeegvie mexnonozuu Cisco»
no Hanpasjaenuio 10.03.01 «MndopmanuonHas 0e30MaCHOCTH)
(mpopnib «be3onacHOCT, ABTOMATH3MPOBAHHBIX CHCTEM).

OO0masi Tpy10eMKOCTb M CHUIIMHBI COCTABIISIET 9 3aU€THBIX €IMHULIBI (288 yacoB).

IMpeamosiaraembie cemecTpsl: 3,4.

dopma KOHTPOJIA: 3a4€T, IK3aMEH.

[leablo wu3yyeHUS AUCHMIUIUHBI (MOXYINSA) SBISETCS MPHUOOPETEHHWE 3HAHUH O CETEBBIX
TEXHOJIOTUSIX U HABBIKOB, KOTOPhIE MOKHO NMPUMEHHUTHh B Hadalie pa0OThl B KAUECTBE CIEIMATUCTA
10 CETSM.

3agayamu Kypca SBJISIOTCS:

- W3yYCHHE YCOBEPIICHCTBOBAHHBIX TeXHOJIOTHH KomMmyTtamuu (cetu VLAN, mpoTokos
rpynmnoo6pazoBanus VLAN (VTP), npotokon Osictporo caszytomiero nepea (RSTP), mporokon
ces3yroniero aepesa VLAN (PVSTP) u 802.1q);

- M3y4YeHHE MPHUHLMUIIOB HACTPOMKU M yCTpaHEHHs HEMOJIaJOK B HEOOJBIION KOMMYTHPYEMOl
CEeTH;

- W3yYCHHUE TMPUHLHUIOB HACTPOMKM U TIPOBEPKH CTATUYECKOW MApHIPYTH3ALMH U
MapHIpyTU3ALMH [0 YMOJIYAHUIO;

- W3yYCHHE TMPUHIUIOB HACTPOMKUM W  YCTPAHEHUS HEMOJAJOK B  HEOOJBIION
MapUIPYTU3UPYEMOU CETH;

- W3ydyeHUE NPHUHLMIIOB HACTPOMKM U ycTpaHeHUs Henojaaaok B cerax VLAN u B
Mapupytuzanuu Mmexay VLAN;

- U3y4€HHE MPUHIIUIIOB HACTPOHKH, MOHUTOPUHIA U YCTPAHEHUS HETOJIA/I0K CIIMCKOB KOHTPOJIS
noctyna st [Pv4 u [Pv6.

Jucuuminnaa oTHocuTcs K uukay b1. /[ ocBoeHus TUCIMIUIMHBI HEOOXOIMMBI 3HAHMS,
MOJTYYEHHBIE NPU U3YUYEHUU CHEAYIOUX AUCIUIUINH:

- "HPOPMATHKA;

- UHOCTPAHHBIN SA3bIK (AHTJIMIUCKUN);

- ocHOBBI TexHosoruu Cisco.

3HaHUS W TPaKTUYECKUE HABBIKM, TOJYUYCHHbIE B PE3YJIbTaT€ OCBOCHUS JIUCLMILIMHBI,
UCIIONIB3YIOTCS CTYOEHTaMHM TIpH pa3pabOTKe KYypCOBBIX U JUIJIOMHBIX paboOT, B Hay4dHO-
HCCIIeIOBATENLCKOM padorTe.

Kpartkoe conep:xanue TMCHMIIINHBI:
Pazpnen 1. [IpyHUMIBI MAPIIPYTU3AIUM U KOMMYTALMU
Tema 1.1. Beeoenue 6 kommymupyembie cemu.
OObvenunénnble ceru. HMepapxuss B KOMMyTHpyeMoll ceTH. Pollb KOMMYTHpPYEMBIX CeTei.
Kommyrtupyemass cpema. Jmnamudeckoe 3amonHeHue Taomuibsl MAC-aapecoB KomMmyTaropa.
Meroasl nepecbulkd Ha KoMMyTaTope. Kommyrtamus ¢ mpoMexyToyHbIM XpaHeHueM. CKBO3Has
koMmmyTanus. Kommyrannonsusie foMeHbl. CHUKEHHE NIEPErpy30K CETH.
Tema 1.2. OcHogHble KOHYenyuu U HACMPOUKA KOMMYMAYUU.
[lepBoHayanbHas HacTpoilka KOMMYTaTopa M BOCCTAHOBJIEHHME IIOCIE CHUCTEMHOro cOOf.
Ceeromuonnsle MHIUKaTOphl KommyTaropa Cisco Catalyst. Hactpoiika noctyma mis 6a3oBoro
ynpabiieHusi kommyrtaropom ¢ IPv4. JlynnekcHas cBa3b. HacTpoiika mopToB KOMMYyTaropa Ha
¢usnueckoM ypoBHe. DyHKIUS aBTOMAaTHUYECKOTro orpeaeneHus Ttuna kabens (Auto-MDIX).
[IpoBepka HacTpoek mopta kommyTaTtopa. [louck U ycTpaHeHue mpobiieM Ha ypoBHE JOCTyIa K
CETH.
bezonmacHocts  koMMyTatopa.  3amuMIUEHHBIM  yman€HHeli  goctyn.  Hactpoiika ~ SSH.
Pacnipoctpanénnsie yrposbl Oe3zomacHocTu: nepenoiHeHue Tadmuubsl MAC- aapecoB, DHCP-
cnyuHT, HCTIOJb30BaHue ys3BUMocTed mportokoiga CDP, Araku Telnet m ap. Aymur u
MPAaKTUYECKHEe PEKOMEHJAIMN 10 o0ecrevyeHuio 0e30macHOCTH CeTH. be3omacHocTh TmopTa
kommyTtatopa. OtcnexxuBanne DHCP- coobmennii. @ynkius 6e301macHOCTH mopTa. Buibl 3amuThl
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MAC-anpecoB. Pexxumbl pearupoBaHuss Ha HapyuieHue Oe3omacHOCTH. IIpoBepka M HacTpoiika
noptoB. [IpoTokoin cereBoro Bpemenu (NTP).

Tema 1.3. Bupmyanvnwie noxkanvusie cemu (VLAN)

Bupryansasie nokanpabie cetd (VLAN) — knaccudukanys 1 OCHOBHBIC XapaKTEPUCTHKHU. TpaHKH
BUPTyalbHBIX ceTel. KoHTposb mmpokoBemarenabHblx aoMeHOB B ceTsax VLAN. Teruposanue
kaapoB Ethernet nns naenTudukamuu cetu VLAN. Cetu native VLAN u TerupoBaHue cTaHmapTa
802.1Q. Teruposanue ronocosoir VLAN. Peanuzanuu BUpTyanbHOH JoKalbHOHN ceTd. Ha3HaueHnue
noptoB cetssiMm VLAN. Hacrtpoiika TpaHKOBBIX KaHaioB. [IpOoTOKOJI JUHAMUYECKOrO CO3AaHUs
TpankoBoro ka"ana (DTP). Ilouck u ycrpaHeHue HEMONAO0K B BUPTYAJIbHBIX JIOKAIBHBIX CETAX U
TpaHKOBBIX KaHanax. [IpoGmemsr c¢ IP-agpecammeit cetm VLAN. HecoBmageHuss pexumMoB
TpaHkoBo# cBs3H. [IpoexktupoBanue u obOecrneuenue Oe3omacHocTH VLAN: hopping, cnydunr
KOMMYyTaTopa, aTaka ¢ JBOWHBIM TerupoBanueMm, Cetrb PVLAN mnepumerpa. Ilpaktuueckue
PEKOMEHIallUU 110 IPOEKTUPOBAHUIO BUPTYAJIbHOM JIOKAJIBHOU CETH.

Tema 1.4. Konyenyus mapwpymuzayuu.

Hacrtpoiika mapmpyruszaropa. MexaHu3Mmbl IepecbUIKM IakeToB. lloakiroueHne M HacTpouKa
ycTpoiicTB. CBETOAMOAHBIE HHIAUKATOPHl Ha MaplipyTu3aTope. AKTHUBanus U HacTpoirka [P-
agpecauuu. IIpoBepka CBA3HOCTM ceTel € NpsAMBIM noakIrdeHueM. IIpoBepka HacTpoek
uHTepdeiica. OunbTpalys BBIXOIHBIX TaHHBIX KoMaHI «show». KoMMmyranusi makeToB Mexmy
ceTsiMi. DPYHKIMS KOMMYTallMM MapupyTusaropa. Mapupyrusanus nakeroB. OnpenencHue nyTH.
[Iporiecc mpuHATHS PENICHHS O Mepechuike makeToB. Beibop ontumanbaoro mytu. [Iporokomnsr RIP,
OSPF, EIGRP. Pacnpenenenne Harpy3ku. AAMUHHCTpUpOBaHue pacctosiuue (AD) u HaIeXHOCTh
Mapuipyra. AHanu3 TabauI] MapHIpyTU3alMH — UCTOYHUK JAHHBIX, MPUHIMIBI (OPMUPOBAHUE U
BO3MOYKHOCTH HACTpPOHKM. 3amucu TaOMUIBl MapUIpyTU3alMu s CeTell C  MpSAMBIM
MOAKJIIOYEHUEM. 3aJjaHUue CTaTUYECKUX MapuIpyToB. [IpOTOKOJIBI AMHAMUYECKON MapIIpyTU3aLuU
cereit [Pv4 u [Pv6.

Tema 1.5. Mapwpymuszayus mesxncoy VLAN.

[Mpunnunsl pabotel MapmpyTtuzamuu Mexay VLAN. Hacrpoiika mapmpytuszanmu Ha 0ase
MapuIpyTU3aTOpOB C HECKOJbKMMU  (U3NYECKUMH UHTepdeiicaMu, ¢ HCIOIb30BAaHHEM
KoHHrypamuu  router-on-a-stick, =~ 4epe3  MHOTOypOBHEBbIi  kommyraTop.  [IpoGiemsbl
Mapmpytuzanmun - Mexay VLAN. IlpoBepka koHurypamuum KoOMMyTaTopa H  HACTPOEK
Mmapuipytusaropa. Hemomagku B pabore muTepdeiica. Ommobku B [P-agpecax m mackax MOJACETH.
Hacrtpoiika u pabora xommyTamuu Ha 3-M ypoBHe. Mapmpyru3anus mexay VLAN depes
BUPTYyaJlbHbIE MHTEP(EHCh KOMMYTaTOpa, MapHIpyTu3upyemble mopThl. HacTpoiika cratuyeckux
MapiipyToB Ha kKommyTaTope Catalyst 2960. Heronaaku B HacTpoiikax koMmMmyTaTopa 3-ro ypoBHSI.
Tema 1.6. Cmamuueckas mapupymu3ayusi.

[IpeumyiiectBa W 3aga4vl CTATHUYECKOWM MapuIpyTHU3alUH. THUIBI CTaTHYECKUX MAapIIpyTOB:
CTaHJAPTHBIN, 110 YMOJIYAaHHUIO, CYMMAapHbIi, IuiaBarolmui. HacTpolika craTHyeckux MaplipyToB
IPv4 u IPv6. Komanna «ip route». MapuipyT cieayromiero nepexoaa. Hampsamyro moakmou€HHbII
cratuueckuid MapupyT. [loHOCTBIO 3a1aHHBI cTaTHUecKuii MapupyT. HacTpoiika ctaTtudeckoro
Mapuipyra no ymonyanuro. Krnaccoas amgpecanusi. KiaccoBele Macku mozaceTu. beckmnaccoBas
MexaomenHass Mapupytusanuss CIDR. O0benuHenue MapuipyrtoB. OpraHuzanusi cynepceTei.
Hcnons3zoBanne macok moxacetn ¢ukcupoBanHou miuuHb (FLSM). Macka mojceTu mepemMeHHOM
mmsbl (VLSM). Hactpoiika cyMMapHBIX M IJJaBalOUIMX CTATUYECKMX MapIIpyToB. Pacuér
cymmapHoro mapmpyta. O0benuHeHue ceteBbix anpecoB IPv4 u IPv6. Ilouck m yctpanenme
HEMNOJIAJ0K B HACTPOMKAX CTaTUUECKOT0 MapuipyTa U MapuipyTa o yMOI4aHHUIO.

Tema 1.7. Juuamuueckas mapupymusayusl.

[TpoTOKONBI JUHAMUYECKOH MapLIpyTU3allid — Ha3HA4YeHHWEe, MPUHLUIBI pabOTBl M HUCTOpPHUS
pazButus. CpaBHEHHWE ITUHAMHUYECKOW M CTaTHYECKOW MapmpyTtu3anud. [IpuHOHUNBI paboThl
MIPOTOKOJIOB MapIIPYTH3alMU: ITYCK IOC]e BKItoUeHHs nutanusi, CereBoe oOHapyxenue, OOMeH
naHHBIMH ~ Mapuipytuszauuu, OOecnedenune  cxomumoctd.  Kraccudukanus  npoTOKOIOB
Mapuipytuzanuu. [Ipotokonsl IGP u EGP. [ductanuuonno-sexktopusie mpotokoisl RIP, IGRP,
EIGRP. IIpotokonsl Mapmpytusamuu 1o cocrosuuto kanana OSPF u IS-IS. KiaccoBwsie u



OecKI1accoBbIE MPOTOKOJIBI MAPUIPYTU3ALNHU. XapAKTEPUCTUKNA U METPUKH TPOTOKOJIOB.
JluHamuueckas TUCTaHIIMOHHO-BEKTOpHAs MapuIpyTu3anus. JIMCTaHIMOHHO-BEKTOPHBIN allfOPUTM.
MexaHu3Mbl OTIPaBKU W MOJYUYEHUsS JAaHHBIX MapIIPyTH3aLUM, pacy€Ta ONTUMAIIbHBIX NyTeH U
no0aBJIeHWsT MapHIpyTOB B TaOJMIly MapIIpyTH3allid, OOHApPYXKEHUS M pearnpoBaHHs Ha
u3MeHeHus B tonojoruu. Hacrtpoiika mnpotokona RIP: Bkmouenne RIPv2, otkmtouenue
aBTOMATHYEeCKOro OOBeAMHEHMsI, HACTPOIKa MAacCUBHBIX MHTep(delcoB, mepenaya Mapipyra Io
ymosiyaHulo 1o cetu. Hacrpoiika mporokona RIPng. Ilpomecc mapmpyTusanuu mo COCTOSHHIO
ka"aina. Hello-mporokoi. maker cocrosinus kanana (LSP). JlaBunHas pacchuika MakeTOB COCTOSHUS
KaHana. JlaBuHHAs pacchlUlka MAKETOB COCTOsIHMS KaHaia. Co3gaHue JepeBa KpaT4alluX MyTeu
SPF. Jlo6aBnenue mapmpyroB OSPF B Tabmumy mapmpyrusanuu. HemoctaTku mpoTOKOJIOB
MapUIpyTU3allMUd TI0 COCTOSHUIO KaHaima. Tabmuma MapumpyTu3anuu. 3amuch ¢ MPSMBIM
MOAKIIOUEHHEM W yhain€HHoW ceru. JluHamudecku mosrydaembie MaprpyTtel [Pv4/6. Tlpomecc
IIOMCKa MapuIpyTa.

Tema 1.8. OSPF ons ooHou obnacmu.

CemeiictBo mportokosnoB OSPF. Xapakrepuctuku, npuHIMNbl padotbl u komroHeHThl OSPF.
Oco6ennoctu OSPF nist ogHOM M HECKONMBKUX obOnacTelt. MarucTtpanbHas o6nacts. Makancymsaus
coobmenuit OSPF. Tumbr makeroB OSPF: maker mpuserctBus (hello), maker omucanusi 6a3bl
nauubix (DBD), maker 3ampoca coctossausi kaHaia (LSR), makeT oOHOBJICHHSI COCTOSTHUSI KaHajia
(LSU). maker monarepkaeHus coctosaus kanama (LSAck). OOHOBIEHHsI COCTOSHUSI KaHaa.
Paboune cocrosauss OSPF. Bwimenennsrii (DR) u pesepBHBINM BBIIETECHHBI MapHIpyTH3aTOP
(BDR). Cunxponmzanusi 6a3 manaeix OSPF. Hactpoiika OSPFv2 mns omHoli oGmactu. Pexum
KOH(UTYyparuu ¥ HACHTHPUKATOPBl MapiipyTusaropa. Mcmons3oBanue wuHTepdeiica loopback.
Bxmtouenne OSPF na wunrepdericax. I[llabmonnas wmacka. Komanma «network». Hacrtpoiika
naccuBHBIX MHTepdericoB. Dopmyna pacuéra metpuku croumoctu OSPF. Hacrtpoiika 3HaueHMit
MPONYCKHOM crocoOHocTH uHTepdeiica. IIpoBepka cocemHUX YCTPOICTB, HACTPOEK MPOTOKOJIA,
JTaHHbIX Tporecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomonorust cetu OSPFv3. Hacrpoiika unentudukaropa mapmpyruzaropa OSPFv3.
Bxmouenne OSPFv3 Ha nunTepdeiicax.

Tema 1.9. Cnucku konmponsi oocmyna (ACL).

[Tpunnun pa6orsr ACL- ciuckoB. Tumnbr ACL-criuckoB Cisco s IPv4. [lpucBanBanue HOMEPOB U
uMéHn ACL-ciimckam. Pacuér mabnonHoii Mmacku B ACL-criuckax. PekoMeHnanuu mo co3gaHuio u
pasmemiennto  ACL-criuckoB. Pa3memienue craHmapTtHeix W pacmupeHHbIx  ACL-cnuckoB.
Hactpoiika cranmaptHoro ACL-cnucka. IIpumenenne cranmaptHeix ACL-cnimckoB  Ha
unrepdeiicax. Kommentapunm k ACL-cniuckam. IIpoBepka M pemakTUPOBAHHE CTaHIAPTHBIX
HymepoBaHHbIXx ACL- cnouckoB. ACL-cratuctuka. 3ammura noptoB VTY ¢ mnomolnsio
crannaptHoro ACL-cniucka IPv4. CtpykTypa n HacTpoiika pacmupeHHbix ACL-cniuckoB s [Pv4.
QunbTpanms Tpaduka ¢ ucnonbzoBaHueM pacimupeHHbx ACL-cnmckoB. Ilouck u ycrpanenue
nenonanok ACL-cnuckoB. Pacnpoctpanénnsie ommbku ACL-cickoB. CpaBHenne ACL-cniuckoB
g [Pv4 u IPv6. Hactpoiika n npoepka ACL-cninckos st IPv6.

Tema 1.10. [Ipomokon DHCP.

DHCPv4: Ga3oBast omepanusi, ¢popmar cooOIIEHUH, cOOOIIeH!s] O0HApYKEHHUS U TPEIIOKEHHS.
Hactpoiika, npoBepka u perpancisiiusa npocroro DHCPv4-cepsepa. HacTpoiika mapiipyTtuszaTopa
B kauectBe DHCPv4-knuenta. Hactpolika Mapuipyrusaropa kinacca SOHO. Ilouck u ycrpanenue
Heronanok B pabote mapmpytuzaropa DHCPv4. ITporokon DHCPv6. ABToMaTrnueckasi HaCTpoika
anpeca 6e3 orcnexxuBanus coctossHusi (SLAAC). [punuun padotst SLAAC ¢ DHCPv6. DHCPv6 ¢
n 6e3 orciexxuBanusi coctosiHus. [Iporeccer DHCPv6. Hactpoiika mapimipytuszatopa B KauecTBe
DHCPv6-cepepa 1 DHCPv6-knuenra. [Touck u ycrpanenue Henomianok B padore DHCPvo6.

Tema 1.11. Ilpeobpazosarnue cemesgvlx aopecos IPV4.

KonnenryansHoe npeodpazoBanue cereBbix aapecoB (NAT). TepmuHOIOTHS ¥ NPUHIUIBI PAOOTHI
NAT. IlpoctpanctBo uactHbiX IPv4-aapecoB. Cratnueckoe W JWHAMHUYECKOE MpPeoOpa3oBaHUE
cereBbix anpecoB (NAT). IlpeobpazoBanue ampecoB moptoB (PAT). CpaBuenue NAT u PAT.
[IpeumymectBa u Hempoctatku NAT. Anamm3 crarmueckoro mpeoOpazoBanmsi NAT. Ilpunamun



paboter guHamuueckoro NAT. Hacrpoiika u npoBepka NAT, PAT. Ilepeaapecauusi mopros.
Hactpoiika nepeanpecanuu noptoB ¢ momouisto [0S, Hactpoiika NAT u potokosna [Pv6. Ilouck u
yCTpaHeHHue HenoJaok B padore NAT.

B pe3yabrare u3ydyeHusi AMCHUIIMHBI 0aKAJIABP A0J/KEH 00J1a1aTh CJIeAyI0IIUMU
KOMIETEHI[USIMU:

IKCILTYATALMOHHAS 1eSITeIbHOCTh:

OK-8: criocoGHOCTh K cCaMOOPTaHU3AINH U CAMOOOPa30BaHUIO;

OIIK-4: cnocoOHOCTh TOHUMATh 3HAYCHHE HH(POPMAIIUK B Pa3BUTUHA COBPEMEHHOTO O0IIIECTBa,
NPUMEHATh JOCTIDKEHUS MH(OPMAIIMOHHBIX TEXHOJOTHH Ui TOMCKa M 00pabOTKH OOIbIINX
00beMOB HHGOpPMAIIMK TI0 TPOQPIMITIO JEATETLHOCTH B TJI00aTbHBIX KOMITBIOTEPHBIX CHCTEMAX,
ceTsix, B OMOIMOTeYHbIX (POHIaX U B MHBIX HCTOYHUKAX MH(POPMAIUH.

B pesynbrarte u3yueHus: AMCUUILIINHBI OaKanaBp JOKEH:

3HaTh:

— OCHOBBI a/IMUHUCTPUPOBAHUS BBIYMCIUTEIbHBIX CETEH;

— JTAJIOHHYIO MOJEIb B3aMMOJICHCTBHS OTKPBITBIX CUCTEM, METOJIbI KOMMYTAITUHU H
MapuUIpyTU3aLUH, CETEBbIE IPOTOKOIIBL;

YmMers:

— HCIOJIb30BaTh MPOTrPaMMHBIE U allllapaTHBIE CPEJICTBA IEPCOHATBHOTO KOMITBIOTEPA;

Buaners:

— METOJIMKOM aHaJIh3a CeTeBOro Tpaduka;

— mnpodeccuoHaIbHON TEPMHUHOJIOTHEH B 001acTH HHPOPMAIIMOHHON 0€30MaCHOCTH.



