[Ipunoxenue 3
Annomayus K padoueii npozpamme

oucuunaunvt «Ocnoevt mexunonozuu Cisco»
no cnenunajgbHoctu 10.05.03 «Mudopmanuonnas 6esonacHocts AC»
(cneunanu3anus «MupopmannonHasi 6€30aCHOCTHL ABTOMATU3MPOBAHHBIX
CHCTEM HA TPAHCIIOPTe»).

OO01ast TPy10€eMKOCTh M CHUIIMHBI COCTABIISIET 3 3a4eTHBIX eauHullb (108 1.).

IIpennonaraemsie cemecTpsl: 6.

DopMa KOHTPOJISI: 3aUET.

[lenbl0 u3yYeHHUs AMCUUIUIMHBI (MOXYJsS) SBISETCS MPHOOpPETEeHHE 3HAHUH O CEeTeBBIX
TEXHOJIOTUSIX U HAaBBIKOB, KOTOPBhIE MOKHO NMPUMEHHUTHh B Hayajie pabOThl B KaUueCTBE CIELHUATUCTA
10 CETSIM.

3agayamMu Kypca SIBISIOTCSA:

- U3y4YCHHE YCTPOUCTB U CEPBHUCOB, UCIIOIB3YEMBIX I 0OecTieueH!s] 0OMEHa JAHHBIMU B CETIX
u Untepuere.

- U3y4YEHHUE POJIEN YPOBHEMN ITPOTOKOJIOB B CETSX IEPEIavn JaHHbIX.

- U3y4YeHHE CXeM aJpecallid M Ha3HAYeHUs MMEH Ha pa3jMyYHbIX YPOBHIX cCeTel mepenayu
naHHbIX B cpenax [Pv4 u IPv6.

- U3y4YeHHE OCHOB pacueTa M NPHUMEHEHHUS MAcOK MOJCETH M aIpecoB Ui YJIOBIIETBOPEHUS
TpeboBanuii B cetsix IPv4 u IPv6.

- U3y4eHHe OCHOBHBIX KoHuenuui Ethernet, Takux kak cpena mepenayu JaHHBIX, CEPBHUCHI U
oleparuu.

- U3y4YeHHe MPUHIUIOB co3aaHus npoctoit cetu Ethernet ¢ ucnonb3oBaHreM MapIIpyTU3aTOPOB
1 KOMMYTaTOpOB.

- m3ydyeHne komaHa uHTepdeiica komanmHoi ctpoku (CLI) Cisco mnms HacTpoiiku 0a30BBIX
napaMeTpoB MapIIPyTU3aTOPOB U KOMMYTaTOPOB.

- U3yYEHHUE PacIpOCTPaHEHHBIX CETEBBIX YTUIMT JAJIS IIPOBEPKH OIEpaliuii HeOONbIINX CeTel U
aHanu3a Tpaduka TaHHBIX.

JucuummuHa oTHOcHTCs K UKy b1. [ ocBoeHust AUCIUTIITNHBI HE0OXOIMMbI 3HAHUS,
MOJIy4YE€HHBIE MTPU U3YYEHUU CIEAYIOIUX TUCIUIUINH:

- nH(pOpMaTHKa;

- THOCTPAHHBIHN SA3bIK (QHTJIMUCKUT).

3HaHUus u MPAKTUYCCKUC HABBIKHA, IOJIYYCHHBIC B PE3YyJIbTAaTC OCBOCHHUA JUCHUIIINMHBI,
UCIIONIB3YIOTCS CTYOEHTaMH TIpH pa3pabOTKe KYypCOBBIX U JUIJIOMHBIX paboOT, B Hay4yHO-
HCCIIeIOBATENLCKOM padore.

Kpartkoe conep:xanue 1MCHHUILINHBI:
Pa3nen 1. BBenenue B cereBble TEXHOJIOTHH
Tema 1.1. U3yuenue cemu.
CriocoObl MpUMEHEHUsI HECKOJIbKUX CETeH B MOBCEJAHEBHBIX yCIOBUsX. Mcronb30BaHue TOMOIOTUN
U YCTPOHUCTB B CETSIX MPEINPUSITHIA MAJIOTO U cpefaHero Om3Heca. OCHOBHBIE OCOOCHHOCTH CETH,
MoAJepKUBatOIIel 0OOMEH JaHHBIMU Ha MPEANpPUATUSAX Majoro M cpenHero OusHeca. TeHaeHINH
CETEBbIX TEXHOJIOTHUM, OKa3bIBAIOIINE BIUSHUE HA UCIIOJIb30BaHUE CETEH Ha MPEANPUSITUSIX MaJOro
U CpeHero Ou3Heca.
Tema 1.2. Hacmpoiika cemegou 0nepayuoHHOU CUCTEMbL.
Ha3nauenne omepanmonnoit cucrembl Cisco IOS. IlpuHnumel gocTyna ¥ HaBUTAIlMM B CHCTEME
Cisco IOS, a Takke HACTpOWKHM TMapaMeTpoOB CETeBhIX ycTpoicTB. CTpykTypa KOMaH[
nporpammuoro obecnedenuss Cisco IOS. Hacrtpoiika mmeH y310B. OrpaHwdeHue A0CTymna K
KoH(puryparuu yctpoictBa. CoxpaHeHHe Tekylled koHpurypauuu. OOMEH NaHHBIMH MEXKIY
cpegamu nepenadu AaHHbIX. Hactpoiika y3noBoro ycrpoiictBa ¢ [P-agpecom. IIpoBepka kauecTtBa
COCIMHEHUS MEXKIY ABYMSI OKOHEUHBIMU YCTPOMUCTBAMH.
Tema 1.3. Cemegvie npomoxobl U KOMMYHUKAYUU.



[TpuHIMIBI TPUMEHESHHSI TIPABUI JUTS YIPOILICHHS Tiepeaayn HHPopMaIuu. 3Ha4eHNe OpTaHu3aIlHii
MPOTOKOJIOB M CTaHAApTOB B YIPOLIEHUH COBMECTUMOCTH ceTeBoi uHpopmaiuu. CrnocoOsl
JIOCTyIa YCTPOWCTB K pecypcaM JIoKajabHOU ceth B MT-cpene mpennpusitTuii Majioro U CpeaHEro
OusHeca.

Tema 1.4. Cemesoii 0ocmyn.

[TpuHIMIBI TONAEPKKUA CBS3U IPOTOKOJOB M CIYKO (DHM3MUECKOro ypOBHS B CETAX Ieperadu
naHHbIX. Co3gaHue NpocTON ceTu. 3Hau€HUE KaHAJIBHOTO YPOBHS B IOJJEPXKKE CBSI3U B CETAX
nepeAadyd JaHHbIX. MeTonabl YNpaBleHHs JOCTYIIOM K Cpele Mepefadyd JaHHBIX M JIOTHYECKHE
TOIIOJIOTUH, UCTIONIb3yEMBIE B CETAX.

Tema 1.5. Ethernet.

Pabora moxyposueii Ethernet. OcnoBHble mons kanpa Ethernet. Haznauenune m XapakTepuCTUKU
MAC-anpeca Ethernet. Hasnauenune mporokona ARP. Bmwmsaue 3ampocoB ARP Ha
IIPOU3BOUTENBHOCTD CETU U y3J1a. OCHOBHBIE IPUHLIUIIBI KOMMYTalMU. MOIyJIbHbIE KOMMYTaTOPBI
1 KOMMYTaTOPbI ¢ PUKCHUPOBaHHOU KoHpuTypamueit. Hactpoiika kommyTtatopa 3-ro ypoBHS.

Tema 1.6. Cemesoii ypogeHs.

[TpuHIMI MOAAEPKKHU CBA3H MEXKIY IMPOTOKOJIAMHU U CIyK0aMU CETEBbIX YpPOBHEH B CETH Nepeaaun
naHHbIX. OCHOBHBIE NPUHIMUMBI MapmpyTusanuu. Hactpoiika MmapuipyTtuszaropa ¢ 0a30BbIMU
rapameTpamH.

Tema 1.7. TpancnopmHulil ypogeHs.

Ponp TpaHCmOpTHOrO ypoBHS B MpoLECCe MepeNadyd JaHHBIX IO CKBO3HOMY KaHaly CBA3M.
Xapakrepuctuku nporokosoB TCP u UDP, Bkimrouas Homepa MOPTOB M CHOCOOBI MX MPUMEHEHHUS.
Hanexuprii oOMeH maHHBIMH (OpraHu3aiusi W TpepbiBaHUe ceccuu mpotokoja TCP,
rapaHTUpoBaHHas AocTaBka 0;10koB ganHbIX TCP). Knuentckue nponeccst UDP nst ycraHoBiieHuUs
cBsi3u ¢ cepBepoM. CpaBHeHue npotokoaoB TCP u UDP.

Tema 1.8. IP-adpecayus.

Crpykrypa IPv4-aapeca. Hasnauenme w™acku mnoacetu. Hcnonw3oBanue I[Pv4-aapecoB st
OJIHOQJIPECHOM MeEpeAauu, IIUPOKOBEIIATEIbHOM M MHOI'OAJPECHOW pacCchUIKU. Jlrama3oHbl
OOIIEIOCTYMTHBIX M YacTHBIX ajapecoB. HeobxoammocTh wucnonb3oBanus [Pv6-agpecammm.
[IpencraBnenune I[Pv6-ampeca. Tumbsl cereBbix [Pv6-agpecoB. ['noOanbHble WHAWBUAYAIbHBIE
aapeca. Aapeca it MHOTOapecHoM pacchuiku. Pons nmpotokona ICMP B cetn, paboraromeii ¢ P
(Bxmouast IPv4 u IPv6). YTumuTs! ping u traceroute st IPOBEPKH MOAKIIOYECHHUS K CETH.

Tema 1.9. Pazbuenue IP-cemeii na noocemu.

Heo0x0auMoCTh MCIOIB30BAHUS MapLIPYTU3ALUU Y3JIOB JJisi 0OOMeHa JaHHBIMH MEXIY Y3JIaMU B
pa3InuHbIX ceTsaX. Pacuer uyuciaa QOCTYMHBIX aIpecoB y3J0B B IMPEACTaBICHHOM CETM M MackKe
nojacetd.  PacueT HEOOXOIUMOW MacKM TIOACETH JUIsl COOTBETCTBHS TpPeOOBAHUSM CETH.
[IpeumyiiecTBa opraHu3alid MacKu TMoOjceTH ¢ mnepeMeHHor muuHOW (VLSM). Hasznauenwue
anpecos [Pv6 B cetn npeanpusrus.

Tema 1.10. ¥Yposenwv npunosicenuil.

B3aumoneiicTBre (pyHKIMU YpOBHS NPHIIOKEHUH, YPOBHS MPEICTABICHUNA M CEaHCOBOTO YPOBHSI.
CriocoObl B3auMOJIEHCTBUS HauOoJiee paclpOCTPaHEHHBIX MPOTOKOJOB YPOBHSI NPUIIOKEHUH U
NPUJIOKEHUH KOHEYHOro moib3oBarens. Haumbonee pacmpocTpaHEHHBIE MPOTOKOJIBI YPOBHS
MPUJIOKEHUH, OOecneYnBalomie KOHEYHBIX IoJb30Barenell cimyxOamu cetu HHTEpHeT.
IIpoTokoiibl YpOBHS NMPHIOKEHUH, nipenocTasistomue yeiayru IP-angpecanun(DNS, DHCP u 1.1.).
OYHKIMHM ¥ TPUHLIMIIBEI PabOThl IIUPOKO U3BECTHBIX MPOTOKOJIOB YPOBHS MPHUIOKEHHUH, KOTOPHIE
MO3BOJISIOT UCIOJIB30BATh CIYXObl 0OMeHa (aitnamu, Bkitovyast FTP, ciyxOpl 0OMeHa TaHHBIMU U
nporokosl SMB (mpotokon oOmeHna Oyiokamu cepBepHBIX cooOmieHui). I[lyTes nepememenus
JaHHBIX B pAMKax CETH, OT 3aIlyCKa MPUIIOKEHUS 10 TOTYyYEHUS 1aHHBIX.

Tema 1.11. Cemu.

Pacrnio3HaBaHue yCTpOMCTB M MPOTOKOJIOB, MCIOJIB3YeMBIX B HEOONbIINX ceTsiXx. HeoOxoaumocThb
MPUHATHS OCHOBHBIX Mep O€30MAaCHOCTH CETEBBIX YCTPOWCTB. YSA3BUMOCTH B CHCTEME CETEBOM
0€30MacHOCTH, a TaKXKe OCHOBHBIE METOJIbl MHHHMMHU3ALUK TociencTBuil. Hactpolika mapameTpoB
CETEBBIX YCTPOWCTB IS HEUTpalu3aiuu yrpo3 Oe3zomacHocTu. OrmpeneneHne OTHOCUTEIbHOU



MIPOU3BOIUTEIFHOCTH CETH C TIOMOINBI0O KoMaHa ping wu tracert. IlpoBepka mapamerpoB
KOH(UTYpaIliu W COCTOSHHUS HHTep(deiica ycTpolicTBa ¢ moMoInsio KoMaHbl show. OcCHOBHBIE
KoMaH[Ibl y3710B U cucteMbl 10S mns momyuenust nnpopmanmu o0 ycTpoiicTBax B cetu. Paborta
(balloBBIX CUCTEM Ha MaplIpyTHU3aTOopax M KommyTaTtopax. KomaHabl pe3epBHOIO KONMPOBAHUS U
BOoccTaHOBIeHU (haitna koHpurypauuu [10S.

B pe3yabTare n3yyeHusi JMCHUIUIMHBI BHITYCKHUK J0JKeH 00,1a1aTh CJIeAYIOIIMMH
KOMIIETeHIUSIMM ¢

OK-5: cnocoOHOCTh MOHUMATh COLMAIBHYIO 3HAUMMOCTh CBOEH Oynymieit mpodeccuu, nemu u
CMBICI TOCYJApCTBEHHOH ciykObl, 00JazaTh BBICOKOM MOTHBAIMed K  BBIIOJHEHUIO
npoeCCUOHANBHON JIEATETLHOCTH B 00JacTu obecriedeHus: MH(OpMaIMOHHONW 0e30MmacHOCTH U
3alUThl UHTEPECOB JINYHOCTH;

OIIK-2: cniocoOHOCTh MPUMEHSTh MAaTeMAaTUUYECKUN ammapar, B TOM YHCJE C UCHOJIb30BAHUEM
BBIUUCIINTENILHOW TEXHUKH, [T PeLICHUs TPOPECCHOHATIBHBIX 3aa4;

OIIK-5: ctocoOOHOCTh MPUMEHSATH METOIOJIOTHIO HAYYHBIX HCCIeIOBAaHUN B TPO(ecCHOHaTbHOM
NeSITeNbHOCTH, B TOM 4HclIe B pa0oTe HaJl MEXKAMCUUIUIMHAPHBIMA M WHHOBALMOHHBIMU
MIPOEKTaMH;

OIIK-8: crmocoOHOCTh K OCBOCHHMIO HOBBIX OOpa3IllOB MPOTPAaMMHBIX, TEXHHUUECKHX CPEICTB U
MH(POPMALMOHHBIX TEXHOJIOTHUI;

[IK-2: cmocoOHOCTh MPUMEHSTh COBPEMEHHBIE METOJbI KCCICIOBAHUS C HCIOJIb30BAHHUEM
KOMITBIOTEPHBIX TEXHOJIOTHI.

B pesynbrare u3ydeHus AUCUUIUINHBI CTYACHT JOJIKEH:

3HaTh:

— OCHOBBI aIMUHHCTPHPOBAHUS BBIYHCIUTEIbHBIX CETEH;

— DTaJOHHYIO MOJIENIb B3aUMOJICHCTBUS OTKPBITBIX CHCTEM, METObI KOMMYTALIUU
MapIIpYTH3aLUH, CETEBBIE IIPOTOKOJIBI;

YMeTs:

— HCIOJB30BaTh MPOTPaMMHBIE U allllapaTHbIE CPECTBA IIEPCOHATBHOTO KOMITBIOTEPA;

Bnazners:

— METOJMKOH aHajJH3a CeTeBOro Tpaduka;

— TnpodeccuoHaIbHON TePMHUHOJIOTHEN B 007acTH HHPOPMAITMOHHOW O€30MaCHOCTH.



